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1519999-2 & 3 Smart Meter Block Diagram
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smart Meter - FET Interface Block Diagram
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IS 15959 Functional Evaluation Test Setup
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1515959-2 & 3 Specific Tests: Categories




15199399-2 & 3 Associations
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FET Test Selection

Configuration Settings

Test Case Selection Cammunicakion
[] Instantanecus parameters and profiles [] Mame plate details
[] Eiling Prograrmable parameters
Firmware upgrade Data notification
[] Basic data readout [] selective access
[] objectlist Download [] Ewvent code & Event logging
[] select sl [] Select Mone Advanced..
ik, Cancel
Programrmable Parameters nl
I:l TOU Current Balance Amount [
[] EBiling Date time Current Balance Time
[] cClock [] LLS secret
[ profile Capture Period [] HLS Key

[] pemand Integration Period

[] Metering Mode
Payment Mode
Last Token Recharge Amount
Last Token Recharge Time
Total Amount At Last Recharge

[ select all [] select Mone

Global Key Change
Image Activation Single Action Schedule
[] eswrF

[] MD Reset
Load Limit
[] Enable/Disable Load Limit Function

Ok, Cancel




FTI Input file

 FTlfile is prepared by meter
manufacturer

 Contents
— Meter SN
— Flag ID
— Association Details
— Security Keys
— Comm Setup Properties
— Event definition
— DLMS Object details

CommunicatlionFrolllealupported = [ICF]

Applicatic

nConcextaSupported = [LONG_NAMES,LONG MAMES WITH_CIPHERING]

SecuritylevelsSupported = [NO SECURITY, LOW LEVEL SECURITY]
Medialdencifiers = [ABSTRACT,ELECTRICITY)

LogicalDevige[R] = {

Enablsd = TRUE

Logical Device Configuration

Hame = =\ X¥Zasabbbocodddd®
ServerSAP = 1

Association [0] =

i

Enabled = TRUE i ég
ClientSAF = 1& {\
ApplicacionContexcHame = LOMG MAMES d‘
AuthenticationMechanisnilame = '.‘JE)_S!IZ"JI'ITY {a
Conformance = [ GET] {3
DimsVersionNumber = & Pad
ServerMaxRecelvePdusize = 5535 ;_}3
Medialdentifiers = [ABSTRACT, ELECTRICITY] ;_D

SyscemTicle = ®"\syscicle® ol

Masterfey = "11223344556677881122334455667788"

GUEK = ®30303030303030303030303030303030"

GRE = "30303030303030303030303030303030™

SecurityPFolicyMinimum = WO SECURITY
JecuricyhecivateMathodSupporced = TRUE
Global¥XeyTransferMethodSupported = TRUE .
SecurityPolicylWricable = FALSE ,}\.
Useledicatediey = FALSE ‘}i
RLROSupposted = FALSE Qf‘o
PreEscablished = FALSE o

HOLCProfile = | S

Physicallaysr = { &

HdlcBaud = 9600 &
Openingiods = MODE E .5;'3‘
HodeEIdStzing = "\a5"® ¢
ModeEDelayl = O "
ModeEDelayl = 300 \@
ModeEDelay3 = 1000

LastOurpurToakeUpbalay = 30000

Datalinklayer = |

AddressingSchemss = [ONE_BYTE ADDRESSING, FOUR_BYTE ADDRESSING]

e T s il el e i 3



FET Traffic Monitor

Log_Traffic | Report

19: 13: 08: 406 RLRQ Mot Supported

19: 13: 08: 408 ClosePort to close current Association
19: 13: 08: 535 imitFort

19: 13: 08: 538 Association Release Success

19:13: 20: 379 RLRO Mot Supported

19: 13: 20: 382  ClosePort to close current Association
19: 13: 20: 520 initPort

19: 13: 20: 523 Association Release Success

19: 13: 20: 525  Close Port

19: 13: 20: 527 Test Push Port

19: 13: 20: 529  |Pvb communication :28

19: 13: 20: 531 plafListenConnection 4059

19: 14: 25: 399  accept new connection

19: 14: 25: 502  *** ayent Push Frame ***

19: 16: 16: 058  Close Port

L¥. 1. WO £33 === e UM LD S LD OJ A0 L0 DO OW DD Wl 5L 99 LD U YO WJd U WO COo Y
Channel :: application Layer @

**SacurtyInfo™= Plan Text
Channel-d 12 Application Laver

19 13: D&: 348 === wC4 01410001 0102020904 FF 03 FFFF 0905 FFFFFFFF FF

Chanmnel-0 =2 Application Layer :&

19:13: 08: 371  <=== 11 D4 2630 0000 00 00 C4 01 41 00 01 01 02 02 02 04 FF 03 FF FF 09 05 FF FF FF FFFF

Channel-) :z Transport Layer i

19: 14: 25: 488 <-—- 2 00 01 00 01 004000 78 DB 08 4C4E 54 45 52 33 30 20 70 20 00 00 00 07 F3 E1 03 04 70 75 80 1B 73 1E 5A 38 66 64 A9 AB 62 EE €0 EF 92

1917 3C 14 52 2B B 42 74 7D BEED 97 42 20 BS 74 B0 08 76 10 B3 FA 4C 42 C1 59 AD B6 AG 41 DB 85 BC 2B Fo 1D 09 BY 7B AB AA F3 CF 1E
GBOBGEEBDOFBCBSALFIBD3BFA4DEE7 4AMEFDE CA QL 30FF S6 ECB1 AZ 04 E6 AFECBF OG0B 99 36 75 07 6F C2 0B 44
Channeli :: 2pplication Layer &
=*gacurtylnfo™ SC 20 FrameCounter:00000007
Channel0 :: Application Layer ::
**Sequntylnfo®* Enckey:1234567890123456 AuthKey:1234567890123456
Channel-0 =2 Application Layer ::
**5Securitylnfo™= Cipher Text
Channel-) :: Application Laver o
18: 14: 25: 585 === WFRAEIDZ 4 797580 IBYIIESA B OO 04 ADABGZEECDEF 92 19 17 3C 14 52 28 Bo 42 74 FD BE E0 97 42 20 B5 74 86 08 75 10 B3 FA 4
42 C1 59 AD B AG 41 DB B85 BC 2B FG 1D 09 BY 7B AB AA F3 C7 1E 68 9B 60 BD OF BC 85 AL F3 8D 28 74 DB B7 4A R4 EF D4 CA 91 30 F7 56 EC
Bl A3 04 EG6 AF EC BF C6 D8 92 36 75 07 6F C2 98 44
Channel0 :: Application Layer
=*=geourtyInfo™= Plan Text
Channel-0 :: Application Layer ::
19: 14: 25: 642 === GSOF0OO0DOODIOCOF ELOA IEFF I3 10 1200 08 0D 0D 02 0D OA OF 4C 4E 54 45 52 33 30 30 20 50 52 49 44 45 20 09
DOOCOFEIDAIED2 12311 12FF 01 4A D0 05 00 00 00 00 05 Q0 00 00 00 05 00 00 00 00 05 00 00 00 0D OS0O0 0D 13 B8 050
00 00 00 00 05 00 00 01 DO 06 00 00 02 7D 12 00 00
Channek0 :: Transport Layer &

G 00 00 19 09 00 FF
0

]
0 00 00 00 05




FET Test Report

FTI Log_Traffic Report |

TestHouse [fiv

Date And Time i'l'ue Oct 24 2:15PM 2017

IUT Manufacturer Mame |d

IUT Model Name  [dd

— 1Byte Addressing best( PC Associakion )
Link Layer Test
Applcation Layer Associzte Test
Link Layer Disconnect Test
Object List Download Test

—  1Byte Addressing best( MR, Association )
Link Layer Test
Application Layer Associste Test
Link Layer Disconnect Test
Ohbject List Download Test

= 1Byte Addressing best( LIS Association )
Link Layer Test
Application Layer Associste Test
Link Layer Disconnect Test
Object List Download Test

—  1Byte Addressing test] PUSH Association )
Link Layer Test
Application Layer Associate Test
Object List Download Test
Link Layer Disconnect Test

— 1Byt Addressing test{ Firmware Association )
Link Layer Test
Applcakion Layer Associste Test
Object List Downdoad Test
Link Layer Discannect Tesk

IUT Serial Number
IUT Rating

IUT Category
CPRI Sample Code

PASSED
PASZED
PASSED
PASSED

PASSED
PASSED
PASSED
PASZED

PASSED
PASSED
PASSED
PASSED

SKIPPED
SKIPPED
SKIPPED
SKIPPED

SKIPPED
SKIPPED
SKIPFED
SKIPPED




1515999-2 Specific Test Cases

Test with limiter object

Load Switch
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Load Limiter Test with Meter Explorer

NETER EXPLORER, | Parameter | Value
= METER-1 (DLMS-TEP) Push obis cade 0.0.0.0.0.0
' on Push Index P
Edit Secret Type Visible String
Delete Secret
Download Object List Chent Maximurm Recewve PDU size 6553335
Test Configuration DLMS Version i
Quick Object List Download Digabled
Proposed Conformance 11-block-transfer-with-get-or-read, 12-block-transfer-with-set-or-wnte, 19-get...
Assecistion Object Version ]
Server Madmum Recerve PDU Size 0
Megotiated Conformance
Invecation Counter 0
Security Policy during 24 establishment Mo Securty
O
= OBJECTLIST ”~ Mame Value Tirme Starnp DataType Access Right
E Billing period counter [1](0-0-0-1-0-235) Iogical name [A] 0.017.0,0.255 10:48:47 OCTET_STRING Read Only
[ Mo. of available billing perieds [1)(0-0-0-1-1-255) ronitored_value [4] Click Here 10:48:47 STRUCTURE Fead Only
B Tire stamp of the billing peried [1] VZ [last reset](0-0-0-1-2-255) threshold_actve [A] 51840 10:48:47 DOUBLE_LOMG_UMNSIGMED Read Only
B Cock(D-0-1-0-0-255) threshold_normal [A] 51840 10:43:47 DOUBLE_LOMNG_UNSIGNED Read Write
[ Push script table(0-0-10-0-108-255) thresheld_emergency [A] 51840 10:48:47 DOUBLE_LOMG_UNSIGHED Read Only
H Push{0-0-15-0-4-255) min_over_threshaold_duration [A] 0 10:48:47 DOUBLE_LOMG_UMNSIGMED Fead Only
=] _i Demand Scan m min_umnder_threshold_duration [A] o 10:43:47 DOUBLE_LONG_UNSIGNED Fead Only
0-0-17-0-0-255 _logicsl_narmerar

0-0-17-0-0-235_monitored_value [4]
0-0-17-0-0-255_threshold_active [A]
0-0-17-0-0-255_thrasheld_nermal [4]

0-0-17-0-0-255 _threshold_smergency [4]
0-0-17-0-0-255_min_owver_threshold_duration [A]
0-0-17-0-0-235_min_under_threshold_duration [A]

[E |EC HOLC setup(0-0-22-0-0-255) -
[ TCP-UDP setus(0-0-25-0-0-255) ¥ *




Load Limiter Test with Meter Explorer

Clock(0-11-1-0-1-255) | Marme - Value . Time Stamp - CataType Access Right

| Modem cenfiguration(0-11-2-0-0-235) thresheld_nermal [A] 454 19 08: 04 DOUBLE_LONG = | Read Write
Register monitor(0=11-16-0-1-255)
1 Ragister menitor(0-11-16-0-2-255)
1 Limiter{0-11-17-0-3-253)
0-11-17-0-3-255_|ogical_name [A]
0-11-17-0-3-2535_monitored_value [4]
0-11-17+0-3-255_threshold_active [A)]

E;l1—1?-0—3—255_ﬁr=hold_nnﬂml [A]

0-11-17-0-3-233_thrashold_emergency
0-11-17-0-3-255_min_cwver_threshold_duration [4]
0-11-17-0-3-255_min_under_threshold_duration [4]
0-11-17-0-3-255_emergency_profil= [A]
0-11-17-0-3-255_emergency_profile_group_id_list [A]

Wirite I

0-11-17-0-2-253_emergency_profila_active [4]

 Date time display format . Register values
0-11-17-0-3-255_actions [4] . () DILMS octel shing (@) de/mms HH:Mb:es. i . 7 Appy scalar ond unit
# Event Status Word[0-0-84-81-18-253) - INWE |‘ﬂ’a|'4E Time Stamp DataType
4 EventStatusWordFilter(0-0-84-91-26-255) logical name [A] 0,0,96,3,10,235 10:48: 47 OCTET_STRING
# Device ID 1, manufacturing number{0-0-96-1-0-255) output_state [A] 1 100 4847 BOOLEAM
# Device ID(0-0-96-1-1-2535) contral_state [A] 1 10: 4847 EMLIM
+ Device ID[0-0-96-1-4-255) control_rode [A] G 10 48: 47 EMUM
# Mo of cenfiguration program changes(0-0-96-2-0-235) remote_disconnect(data) [M] 0 10:48: 47 INTEGER
= [ﬁgmmtmglmﬂ.gﬁq-m.zf.sj remote_reconnect{data) [M] o 10 48: 47 INTEGER
0-0-06-3-10-255_logical_name [A] e 1

0-0-96-2-10-2535_output_state [A]
0-0-96-3-10-255_contro|_state [A]
0-0-96-3-10-255_contrel_mode [4)
0-0-96-3-10-255_remote_disconnect[data)
0-0-08-3-10-2535_remote_reconnect{data)




1519999-2 & 3 Specific Test Cases

Advanced Security Test

Global Key Transfer

IC: 64
Meth. Index : 2

Ciphertext




Authentication and Encryption

AAD=SCIAK for A+E

AAD = NULL for E only
F A
EE '.-_,'__,. FE S
—== | AES Galois ! Counter

P

b,

SysT —f 1© FE

Ciphared Information: Encryption only

IEII: Ciphertext

Ciphered Information: Encrjplion + Authehtication

Ciphertext

Fail
F

Pl s
'AES Galois / Counter
A A,

made

AAD = null

| asD=scCiuak |




&< Association

Client ID

Logical Device ID
Application Context

Pre established Association
Authentication mechanism
Push Cenfiguration

Push cbis code

Push Index

Secret Type

Secret

Client Maximum Receive PDU size
DLMS Version

Quick Object List Download
Proposed Conformance
Association Object Version

Server Maximum Recerve PDU Size

43

1

Logical Mame with Ciphering
False

High Level
Dizable
0.0.0.0.0.0

0

Visible String
Test_HLS_KEY oo
65535

6

Disabled

11-block-transfer-with-get-ar-read, ... |~

Megotiated Conformance

Invocation Counter

Security Policy during AA establishrment
Encryption Key Type

Encryption Key

Authentication Key Type
Authentication Key

System Title Type

System Title

Server System Title Type

Server System Title
Use Dedicated Key

Dedicated Key Type
Dedicated Key

Security pelicy within A&
Use General Global Ciphering

600

Authentication and Encryption
Visible String
TEST_EMC_KEY XXX

Vizible String
TEST_AUTH_KEY_Xx]

Visible String
Visible String

Falze
Random
Q0000000000000

Authentication and Encryption




3]

B ®

=

3]

[ |

|

Association(0-0-40-0-5-233)
Aszociation(0-0-40-0-6-253)
Azsociation(0-0-40-0-7-253)
Aczsociation(0-0-40-0-5-253)
Aszsociation(0-0-40-0-9-253)
SAP Assignment(0-0-41-0-0-255)
Security setup(0-0-43-0-0-255)

Security setup(0-0-43-0-1-255)

Key GChange Test with Meter Explorer

Mame Walue Time Stamp
logical name [Al 004302255 20:39:32
security_policy [A] 0 20:39:32
security_suite [A] 0 20:39;:32
client_systern_title [A] 20:359:32

Key transfer

K.eylD |{2} authentication key - |

0-0-43-0-2-255_logical_name [A] ® Unwrapped Key O ‘wrapped Key

0-0-43-0-2-255_security_poclicy [A] Mew ke [Plain] |MASTEH_KEY_MA | |F-.SCII E"
0-0-43-0-2-255_security_suite [A] Master Key |ENC_.P|.UTH_HEY_.-“|.E | |p,5|:|| E"
0-0-43-0-2-255_client_systern_title [A]
0-0-43-0-2-255_server_system_title [A]
0-0-43-0-2-255_security_activate [M]
0-0-43-0-2-255_globkal_key_transfer [M]

Apply Cancel

Key ID

Uzer zhall erter Key 1D to =pecity the key type.

Log To File




1515999-2 & 3 Specific Test Cases

DataNotification Test




Data Notification Service

Data Notification Service

DLMS/COSEM server —
=1
Profiles
‘ I
£ 3456789
Push tnggers Wh x 107
Push e L
Single action scheduls
CRON) I Push Serpt able
script 1
Register monitor{s) - script 2
Alarm register, script 3
Alarm descnplor
=il SCTIDE N
Local rigger execute method
(e.g. event, push button)




Test Push with Meter Explorer

H OBJECTLIST ~ Mame Value Time Starmp DataType

F GROUR-1 PUSH_OBIECT_0-4-25-8-0-255 Click Here 2017-10-25T10:32:16.68 STRUCTURE
= METER-2 (DLM5-TCP)
= ASSOCIATION-1
B OBJECTLIST
= ASSOCIATION-2
E QBJECTLIST
B GROUP-1
= ASSOCIATION-3
B OBJECTLIST
= ASSOCIATION-4
E OBJECTLIST
B GROUP-1 =
= ASSOCIATION-S
B OBJECTLIST

IPUSH_OBJECT 0-4-25-5-0- Hame Value DataTyps
§ t:-f‘&i:::m LNTER300 PRIDE | VISIBLE_STRING -
= METER-3 (DLMS-TCPR) . [1_Subvaluel?] L1_Subvale[1] 042550255 OCTET_STRING -
= ASSQCIATICN-1 = L1_Subvalue[3] L1_Subvahua|2] TAA2017 12:45:59 PM OCTET_STRING -
|PW'I.UEECT_0-4-H-§-0-255 L1_Subvahueld] DO0OOOCO00D0000N000000000... | BIT_STRING -
PUSH_CBJECT 0-0-25-8-0-255

Swvelofle |

Traffic View } Ewent/Data Notification |

Clear I

TimeStamp Tyvpe Meter CBIS 1C Attribute

571042007 10:45:1% FOSH METER-3 o,0,25,%,0,255




1515999-2 & 3 Specific Test Gases

Firmware Upgrade Test

The steps of the image transfer process

« Step 1: (Optional): Get ImageBlockSize;

» Step 2: Client initiates Image transfer,;

» Step 3: Client transfers ImageBlocks;

» Step 4. Client checks completeness of the Image;

» Step 5: Server verifies the Image (Initiated by the client or on its own);

» Step 6 (Optional): Client checks the information on the images to activate,

« Step 7: Server activates the Image(s) (Initiated by the client or on its own).



B Security setup(0-0-43-0-2-255)
B Security setup(0-0-43-0-3-255)

- [magetransfert0-0-44-0025 ]

0-0-44-0-0-255_logical_name [A]
0-0-44-0-0-255_image_block_size [A]
0-0-44-0-0-255_image_transferred_blocks_status [A]
0-0-44-0-0-255_imange_first_not_transferred_block [A]
0-0-44-0-0-255_image_transfer_snabled [A]
0-0-44-0-0-255_image_transfer_status [4]
0-0-44-0-0-255_image_to_activate_info [A]
0-0-44-0-0-255_image_transfer_initiate [M]
0-0-44-0-0-255_image_verify [M]
0-0-44-0-0-255_image_transfer [5]
0-0-44-0-0-255_ImageTransferDelay [5)]
0-0-44-0-0-255_UselUnconfimnedsericeClass [5]
0-0-44-0-0-255_image_retry_count [5]

Mame Value | Time Stamp
logical name [A] 0,044,0,0,255 20:39:32
image_block size [A | 467

image_

image
image |
image |

image_|

image_f

image_

image_

ImageT

Uszelln

imag

m* Image Transfer x

Chooze image file [ YProg

Image identifier string type (8 ASCI () Decimal

TEST_IMAGE

Irage idantifier string

Fead Image block size from meter @ Yes () No

Image block zize

TimeStam Ivleter
20 ¢ 40 : 58 METER=1 COSEM OUT DATA
20 : 40 : 58 =——>Tx METER-1 €2 03 80 01 00
20 : 40 : 58 METER-1 SEMDIMG WRLPPER FRRME
20 3 40 @ 58 ====3Tx METER=1 00 01l OO L0 00 OL Q0 05 €2 03 20 01 00
20 : 40 : 58 METER-1 BECEIVED WEAPPER FRRME







